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Agenda

• Firmware update current scenario in Arm platforms
• Overview of firmware update flow

- Flash controlled by Secure world
- Flash controlled by Non-secure world

• Firmware update - metadata
• Firmware update - ABIs and state machine

• Firmware update tasks in TF-A
• Unit/Integration tests executed 
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Firmware update current scenario – Recovery mechanism
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Firmware update – Basic Flow
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Firmware update components 

• Update Client
- Receives new firmware images 

and initiate the FW update 
operation

• Update Agent
- Receives FW images from client 

and write them to NV storage 
(Flash)
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Firmware Update - Secure world control
• Update Agent in the Secure World 
• Client executes in the Non-secure World 
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Firmware Update – Non-Secure world control



8 © 2021 Arm

Firmware update metadata
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ABIs and State machine 
These ABIs are a contract between caller 
(Client) and and the callee (Update Agent)

• fwu_discover
• fwu_begin_staging
• fwu_end_staging
• fwu_cancel_staging
• fwu_open
• fwu_write_stream
• fwu_read_stream
• fwu_commit
• fwu_accept_image
• fwu_select_previous
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TF-A BL2 involvement in Firmware update

• GPT parser support enablement
• Hardware and Software CRC32 support
• Loading and parsing of Firmware update metadata
• Select the updatable images in non-volatile storage by reading active index (as a part of 

metadata) 
• Avoid NV-counter update in trial run state
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Boot Flow 1/2 - BL2 Execution
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Boot Flow 2/2 – Trial run detection
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Firmware bank boot index decision

Each boot_index assignment tried with 
max_failed_boots

1. boot_index = active_index
2. boot_index = previous_active_index 

if,
active_index != previous_active_index, 
otherwise step 3

3. boot_index = <recovery bank index> 
[IMP defined] 

4. Propogate boot index to update agent 
using platform defined way
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Verification

• Manually created GPT image with two FIP and two FWU metadata images
• Created sample FWU metadata binary to check various flow in the code using FVP model

- loading of partition table
- loading of metadata in SRAM
- CRC32 calculation and verification of metadata
- regular state vs trial state
- select FIP A vs FIP B
- avoid NV counter update in trial run state

• Patches are posted externally for review:
- https://review.trustedfirmware.org/q/topic:%22fw-update-

2%22+(status:open%20OR%20status:merged)

https://review.trustedfirmware.org/q/topic:%2522fw-update-2%2522+(status:open%20OR%20status:merged)
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GPT format image



16 © 2021 Arm

Prototype – Flash in secure side

• This is currently tested on QEMU platform, with u-boot and running StMM on top of 
OPTEE

• Driver is implemented in StMM to flash the images in secure flash
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Ongoing tasks

• Boot index decision - Max boot retry with active FIP, switch back to previous active FIP
• Arm platform – Recovery flow implementation
• Integrate TF-A patch work with a total compute platform stack to exercise full firmware 

update flow
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