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loT Application Example: Pack view
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Packs and Examples created for TF-M

* ARM.TFM.2.1.0.pack: main TF-M pack, synced to the TF-M repository

* ARM.TFM-Test.1.0.0.pack: TF-M integration tests, synced to the TF-M repository
 ARML.PSA.1.0.0.pack: should be the PSA API (currently documentation)

* ARM.mbedTLS.1.7.0.pack: MbedTLS (upstream 2.24)

* Platform (device) support (memory maps, SAU/MPC/PPC setup):
- Keil.LPC55S6x_TFM-PF.1.1.0.pack (NXP LPC55S6x)
- Keil.STM32L5xx_TFM-PF.1.1.0.pack (STMicroelectronics STM32L5)

Examples currently on www.keil.com/iot

* LPCXpresso55S69-EVK: AWS MQTT Example using TrustZone and TF-M

* STMicroelectronics NUCLEO-STM32L552ZE: AWS MQTT Example using TrustZone and TF-M
* STM32L562E-DK: AWS MQTT Example using TrustZone and TF-M
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http://www.keil.com/iot

AWS MQTT example project

Multi-project workspace
- tfm_secure_fw: Runs the TF_M FW on the secure side
- aws_key provisioning: stores the keys in internal secure storage
- aws_mqtt_demo: non-secure demo project sending MQTT messages

Run:

- Flash tfm_secure_fw to enable the secure side
- Flash and run once aws_key_provisioning to transfer keys to secure storage
- Flash and run aws_maqtt_demo; observe output in the Terminal and on the AWS loT

Console
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45 LPCXpresso55569
BT System Code
| startup_L PC55569_cm33
[ ] system_LPC55569_cm33
ij Systemlnit.c
|1 Driver_Flash.c

% Board Support
& amsis

% Device
& Security
& TFM
4 TEM Platform
EE Project: aws_key_provisioning
£ 4% LPCKpresso 53569
=155 Source Code
|1 app_main.c
ij iot_config.h
|1 key_provisiening.c
1 mainc
1 mainh
15 Documen tation
1 README.md
[0 CSME_Lib
% Board Support
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4 Device
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7% Project aws_maqtt_demo
=4 LPCHpresso 55569 ESP8266
=15 Source Code
|1 app_main.c
,j iot_demo.c
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ij socket_startup.c
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ij main.h
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1 README.md
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loT Application on Cortex-M with ML and TF-M

Simplified view to the software components of an loT endpoint with ML
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