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Running QEMU tests in OpenCl

Navigating the Jenkins Ul

-- Open the job console in Jenkins:
https://ci.trustedfirmware.org/job/tf-a-ci-

gateway
-— Select Build with Parameters from the left menu

-- Enter into the

input

-~ Hit build!

© 2022 Arm

‘f Jenkins

Dashboard »

*} People

), Project Relationship
&= check File Fingerprint
“ My Views

@ Open Blue Ocean

Build Queue (56)

tf-a-gerrit-tforg-11

tf-a-daily

part of arthur-mbed-tls-nightly-tests
#3

part of arthur-mbed-tis-nightly-tests
3

part of arthur-mbed-tls-nightly-tests
#3

part of arthur-mbed-tis-nightly-tests
#

part of arthur-mbed-tls-nightly-tests
#3

part of arthur-mbed-tls-nightly-tests
3

part of arthur-mbed-tls-nightly-tests
#3

part of arthur-mbed-tls-nightly-tests
#

part of arthur-mbed-tls-nightly-tests
#3

tF-a-ci-gateway

tf-a-ci-gateway

tf-a-ci-gateway

tf-a-builder
Ef-a-builder

tf-a-builder

All All Mbed-TLS

S W Name |

arthur-mbed-tls-nightly-tests

€l docker cleanup and image
update

O B
@Q €l Dockerfiles sanity check
®K:)I Cl job configs deployment
Cl job configs sanity check
Cl job to test jenkins slave

Cl Users Guide publish
deployment

C1 YADP config builder

+& €l YADP config builder sanity
®'9‘ check

@& FVP Docker Images

®(°\J hafnium-acs-test
®<f,;\3 Hafnium builder
(D00 HaFnium builder(FvP)

OZ(:)I mbed-tls-nightly-tests

BN oo

TF-A TF-M

Last Success

3hr3gmin  #2

1hromin #2278

1day20hr #14
1 hr 29 min
#22-631F6fe0

1 hr 31 min
#588-d681d634

1 hr 32 min
#1053-
d681d634

2yramo  #39

9days1hr #22

22 days
#35-ca3agde9

22 days
#49-ca3asde9

1dayohr #498
29days #15

54 min
#9828-1ab764ch

40 min
#4368-e733¢079

14days  #728

o L e e R

Last Failure

N/A

NJA

51 min
#15-631F6fe0

1 hr 38 min
#21-9ca978F1

N/A

NJA

N/A

N/A

N/A

N/A

35min  #499

1mo 4days #14

51 min

#9829-e733c¢079

2 hr 5 min

#4359-2add7da7

18days #T719

Last
Duration

2hr1s
min

24 sec

24 min

33 min

4.7 sec

3.6seC

42 sec

1.2sec
22sec
11sec

34 min

6min 19
sec

50 min

13 min

2hr3s
min

>

Slog out

Built on

Jenkins

EC2 (us-east-1)
Custom Jenkin:
(i-047548ce7c7

Jenkins

Jenkins

Jenkins

Jenkins

Jenkins
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Running QEMU tests in OpenCl

Navigating the Jenkins Ul

-- Open the job console in Jenkins:
https://ci.trustedfirmware.org/job/tf-a-ci-

gateway
-— Select Build with Parameters from the left menu

-- Enter into the

input

-~ Hit build!

© 2022 Arm

‘S Jenkins

® 2 Harrison Mutai =] log out

Dashboard *» TF-A » tf-a-ci-gateway *

# Back to Dashboard
), status
-~ Changes
] ‘Workspace
@ Build with Parameters
@ Rebuild Last

Favorite

(A\) Open Blue Ocean

O Build History tren:

oy

© waaa2a

(pending—Wiaiting For next available executor

on ‘docker-amd64-tf-a-bionic’)

@ w2aa23

(pending—Waiting for next available executor

on ‘docker-amd64-tf-a-bionic’)

@ #2442z

-

(pending—Waiting For next available executor

on ‘docker-amd64-tf-a-bionic’)
&

#24421

Dec 8, 2022, 3:23 PM

Project tf-a-ci-gateway

Main job entry point for a Trusted Firmware A (TF-A) CI.

@ Workspace

Last successful Artifacts

[£] merge json 13 Bu. view
[£] report.html 14.19 KB sz view
[ report.jsen 320 Ba: view
‘ﬁ Recent Changes 3
Subprojects
Static

(+ tf-a-builder(blocking)

Upstream Projects

@ tf-a-gerrit-tforg-11

(<) tf.a-gerrit-tforg-1z
< tf-a-main

© tf-a-static-checks

@ tf-a-tFtf-gerrit-tforg-11
® tF-a-tFtf-gerrit-tforg-12

Downstream Projects

(< tf-a-builder

Permalinks

« Last build (#24421), 2 hr 28 min ago

+ Last stable build (#24420), 2 hr 54 min ago

« Last successful build (#24420), 2 hr 54 min ago
« Last failed build (#24408), 4 hr 0 min ago

« Last unsuccessful build (#24408), 4 hr 0 min age
» Last completed build (#24420), 2 hr 54 min ago

arm



Running QEMU tests in OpenCl

Navigating the test results

= Aninteractive GUl'is () Build #24569 (Dec 11, 2022, 7:55:46 PM)

produced by the tf- -
a-ci-gatewayjob B

No changes.

edfirmiare. org”

Started by upstream project tf-a-main  build number 464

-~ Provides summary of &
i n d iVi d u a | teSt res u Its Ongli]astirc;l::y uzlstream project tf-a-daily  build number 379

originally caused by:
Started by timer

-~ Results also provided o
in a JSON-format file

« 5min 14 sec build duration; Traran
| « 5 min 29 sec total from scheduled to completion. o o
o o
| SpECIfIC test cases can ———
Test Group TF Build Cenfig Run Config Status
SRITIS
° gemu- linux.rootfs fip.uefi virt SUCCESS D - -
e re-run direct
gemu - boot - tests gemu- Llinux.rootfs fip.uefi virt debug SUCCESS D -
Taepg FaLer
qemu thb gemu linux.rootfs fip.uefi virt debug = SUCCESS [] @ 5

from this console

Select tests by result: None | | SUCCESS | UNSTABLE | FAILURE

Select build configurations, and click the button to re-trigger builds.

Use shift+Click to alter parameters when re-triggering. Rebuild this job

Local commands
workspace=/tmp/workspace test run=1 test groups=gemu-boot-tests/gemu-default:gemu-linux.rootfs-fip.uefi-virt script/run_local ci.sh

6 ©2022Arm a rm



Running QEMU tests in OpenCl

Navigating the test results

-— The result in the
status column is a link
tothetf-a-
builder that run
the test

-— Provides access to
artefacts from the
test and all logs

-~ Terminal symbol links
to the console log of
that job

-- Results are retained
for up to 15 days

7 © 2022 Arm

() Build #24569 (Dec 11, 2022, 7:55:46 PM)

Build Artifacts
[E] report.html 15.32 KB & view
[Z] report.json 598 B +. view

Mo changes.

Started by upstream project tf-a-main  build number 464
originally caused by:

« Started by upstream project tf-a-daily  build number 379
originally caused by:
Started by timer

This run spent:

+ 15 sec waiting;
« 5min 14 sec build duration;
« 5 min 29 sec total from scheduled to completion.

Test Group TF Build Cenfig Run Config

gemu- linux.rootfs fip.uefi virt
gemu default
gemu - boot - tests gemu- Llinux.rootfs fip.uefi virt debug

gqemu - tbb gemu linux.rootfs fip.uefi virt debug

Status

SUCCESS  []

SUCCESS []

Select tests by result: None | | SUCCESS | UNSTABLE | FAILURE

Select build configurations, and click the button to re-trigger builds.
Use shift+Click to alter parameters when re-triggering.

Local commands

Rebuild this job

(¥ Build #1531625 (Dec 11, 2022, 7:56:17 PM)

Test Job Id: 11268048
LAVA log: lavalog
Build tF-a-daily #379

=

4L

©

Build Artifacts
No changes.

Started by upstream project tf-a-ci-gateway  build number 24569
originally caused by:

« Started by upstream project tF-a-main  build number 464
originally caused by:
Started by upstream project tf-a-daily  build number 379
originally caused by:
= Started by timer

This run spent:

« 14 sec waiting;
+ 4min 9 sec build duration;
= 4 min 23 sec total from scheduled to completion.

workspace=/tmp/workspace test run=1 test groups=gemu-boot-tests/gemu-default:gemu-linux.rootfs-fip.uefi-virt script/run_local ci.sh

arm
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Running QEMU tests in OpenCl

Navigating the test results

-- LAVA populates
results live; the
plain logs can be
downloaded after
the run.

-~ The interactive
LAVA console is
available as soon
as the tf-a-builder
submits the job to
LAVA

© 2022 Arm

() Build #1531625 (Dec 11, 20

LAVA log: lava.log
Build tf-a-daily #379

:56:17 PM)

No changes.

Started by upstream project tf-a-ci-gateway  build number 24569
originally caused by:

« Started by upstream project tf-a-main  build number 464
originally caused by:
Started by upstream project tf-a-daily  build number 379
originally caused by:
= Started by timer

@ This run spent:

+ 14 sec waiting;
« 4 min 9 sec build duration;
« 4 min 23 sec total from scheduled to completion.

@ LAVA ftHome  .lResuts - & Scheduler - % API -  @Hep

LAVA / Scheduler / Jobs / 1198326

Descripf linux-g linux.rootfs-fip.uefi-virt #1198326

q
Device-type  gemu i Device  qemu-02 .li
Submitter  Trusted Firmware Bot Started 4 days, 15 hours ago
Created 4 days, 15 hours ago Duration 0 minutes
Priority Low Results

Visibility  Public

Summary  Detalls  Timing
debug I - emor  input | output ERCTLLENS m
lava-dispatcher, installed at version: 2022.11.1

start: @ validate

Start time: 2022-12-10 20:02:36.501547+08:00 (UTC)

Validating that http://ci.trustedfirmare.org/job/tf-a-builder/1531816/artifact/artefacts/ release/qenu_bios.bin exists
Validating that http://ci.trustedfirmeare.org/job/tf-a-builder/1531016/artifact/artefacts/release/rootfs.bin.gz exists

Validating that http://ci.trustedfirmware.org/job/tf-a-builder/1531816/artifact/artefacts/release/kernel.bin exists
gemu-system-arm, installed at version: 1:3.1+dfsg-8+debl@ud, host architecture: amdsd

Instance: default  Sign In

Help

End of page ¥

Artifacts of tf-a-builder #1531628
= >

Iy artefacts

[ artefacts-lava
[F] lava.leg

[£] lava-common.log
[£] lava-raw.log

39.97 KB s view
2212 KB & view
62.65 KB & view

Dec 11, 2022, 8:00:52 PM
Dec 11, 2022, 8:00:52 PM
Dec 11, 2022, 8:00:52 PM

= (all files in zip)

arm



Running QEMU tests in OpenCl

Navigating the test results

installed at version:

Artifacts of tf-a-builder #1531628 S

validating that htt
J— lidating that htt
=== E-:} ; L E e tem-arm, i

by artefacts
I artefacts-lava

[£]lava.log 2 52 F 9.597 KB & view
[£] lava-common.log 2022 52 P 2212 KB & view .

g ion specified
[£] lava-raw.log Dec 11,2022, 8:00:52 PM 62.65 KB« view S % (6MB)

= (all Files in zip)

d Firmware

= CPU
: CPU for 817169 was missing
: CPU for disable_ldnp_overread was applied
7: CPU for v
CPU for
7: CPU for
: CPU for
CPU for
2022.11.1"} NIN x_a57: CPU for
7: CPU for
http: ; £ v CPU for
lidating that http L t t t : F : x_a57: CPU :
Validating that http i a t nel.bin exis 2 BL1: X : CPU 2 2 as applied
a 8 Using ¢
BL1
ding image id=6 at addr 0xe06booe

mon] "}
[common]®
f-

gemu_bios.bin"}

9 © 2022 Arm
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Running local QEMU tests

== Trust Firmware Aand | test_run=1 \
Cl repository sources workspace=$(mktemp -d) \

vZ./ onwards). tta_downloads="https: ownloads.trustedfirmware.org/tft-a
2.7 d fa d loads="h //d load dfi /tf-a" \
-~ For existing tests, nfs=$workspace \
TFTF isn’t strictly tf_root="/path/to/trusted-firmware-a/" \
necessary (pass tftf root="/path/to/tf-a-tests/" \
dummyvalue), test _groups=gemu-boot-tests/gemu-default:qgemu-linux.rootfs-fip.uefi-virt \
R System QEMU for bash $ci _root/script/run_local ci.sh

Aarch64 (>v4.2.1).

11 © 2022 Arm a r m



Running local QEMU tests

fDO not spawn expectinstances to track serial output! |
test run=1

/qurectory to build and run test from. |
workspace=$(mktemp -d)

tfa downloads="https://downloads.trustedfirmware.org/tf-a":\

nfs=$workspace =\ »OpenCl parameter - scratch & tool area |
tf root="/path/to/trusted-firmware-a/" \
tftf root="/path/to/tf-a-tests/" \

iest_groups=qemu-boot—tests/qemu—default:qemu—linux.rootfs—fip.uefi—virt§\

bash $ci root/script/run_local ci.sh

A
[Individual test we would like to run.

12 ©2022Arm a r m
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Changes in TF-A Cl Scripts

Overview of the Cl architecture

-- Consists of a build and

- run phase.
Test configuration
Ji{[tmu—a:iv.*afauJ_tJ:_Lqerrm—J_inu:l-: . rootfs—fij{efi—virt _:_ B u i Id phase
a A A— : a

downloads and
Juno—»( Recovery Image generates all the
R resources required to

Build Seript

callbacks

Fragments

gemu
{/"l_ fip.uefi

U U L 8 ‘ LAVA dispatch | o
\/ \/ £ ¢ E— run the test.
3 ispatc c
TR TFTF B“ﬂ;’uﬁ,ﬁ?‘e Other : ‘M| -- The run phase
e L i CEMU—>  Buld Package executes the output

of the build phase.

-~ Information about the
build phase is
encoded in the test
configuration.

15 © 2022 Arm a r m




Changes in TF-A Cl Scripts

Overview of the Cl architecture

CROSS COMPILE=aarché4-none-elf-

PLAT=gemu
platform-ci/tf_config/qemu-default

Build configuration — plain
text files in tf _config or
tftf _config containing
build parameters for TF-A
and or TFTF.

16  © 2022 Arm c rm



Changes in TF-A Cl Scripts

Overview of the Cl architecture

Run configuration — specifies
the steps necessary to setup

the test environmenti.e., EeEa
choosing a non-secure — gemu-virt
payload.

17  ©2022Arm 0 r m



Changes in TF-A Cl Scripts

Overview of the Cl architecture

-~ Test configurations of a similar nature are
collected as a group. pratrorn- ¢
-~ See the group subdirectory in the Cl repository
for already existing groups.

-~ Providing a group name to the Cl scripts executes
all tests thereunder i.e. gemu-boot-tests runs all
QEMU tests under group/gemu-boot-tests

18  © 2022 Arm G rm



Changes in TF-A Cl Scripts

Changes to build and run packages

Boot QEMU from TF-A to the Linux shell on a local machine
Automate build steps and fetching of pre-built resources

Setup reproducible test environment in Cl

s w R

Automate job submission

19  ©2022Arm a r m



Changes in TF-A Cl Scripts

Changes to build and run packages

S gemu-system-aarch64 \

-~ There are two ways to launch QEMU guests:
firmware based and kernel shortcut. AT S s = (S

"\
-+ -kernel in addition to -bios means that gemu_bios.bin rootfs.bin kernel.bin
QEMU loads the kernel into DRAM and puts the
kernel info into the fw_cfg device

-~ Bios is responsible for providing the kernel with

the device tree
Kernel

-— A binary consisting of BL1 and the FIP are used as
the BootROM. Bootloader built into the FIP EDKII
image as BL33

BL2

BL1

20 ©2022Arm 0 r m



Changes in TF-A Cl Scripts

Changes to build and run packages
2. Automate build steps and fetching of pre-built resources

3. Setup reproducible test environment in Cl
4. Automate job submission

21 © 2022 Arm
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Changes in TF-A Cl Scripts

Changes to build and run packages

-— What parts do we need?

« Kernel

- EDK Il

« Root filesystem

- Boot image (bll.bin + fip.bin)
-= Some parts not possible to build at runtime ie
kernel and EDK |1

-- Must build TF-A from source!

22 © 2022 Arm

$ gemu-system-aarch64 \

4G

none unimp \
virt 4\
1

gemu_bios.bin rootfs.bin

Kernel

EDKII

BL2

BL1

kernel.bin

arm



Changes in TF-A Cl Scripts

Changes to build and run packages

-- Introduced three fragments: post E archive ()l esarchivesbla.bine
. PUﬂ_COﬂ'Fig/qemU—linUX. rootfs fip path="$archive/fip.bin" gen gemu image
- run_config/gemu-fip.uefi :
- run_config/gemu-virt run_config/qemu_fip.uefi

-- Fetch and archive kernel, and root

filesystem gen gemu ir_na‘?e{ M inage:?)
. . . bl 3 E--;tﬂ..l F:lat"l:?;-
-~ Fetch EDK Il and build the FIP with it as ${fip_path:7)
BL33 cp :Hl |;:.:1't|‘| $image _
dd if=$fip path of="$image" bs=64k seek=4
-- Generate the BootROM that is provided | archive_file *sincoe
with the -bios option gemu_utils.sh

23 © 2022 Arm G rm



Changes in TF-A Cl Scripts

Changes to build and run packages

> huild | fatehi E bl

3. Setup reproducible test environment in Ci
4. Automate job submission

24  © 2022 Arm a r m



Changes in TF-A Cl Scripts

Changes to build and run packages

LAVA ' Scheduler ' Device Types
Device types
Show| 25 + enfries
Name Idle 11 Maintenance It Offline It Busy It Queue
cyBckit-064s0s2-4343w 3
juno 9
lpcxpresso55s69 3
mps 1 3 104
mt8192-asurada-rev1 3
musca-b 4 55
S ‘
sc7180-trogdor-lazor-limozeen 2 1
stm32I562e-dk 3
stm32mp157c-dk2 1

25 © 2022 A https://tf.validation.linaro.org/scheduler/device_types arm



Changes in TF-A Cl Scripts
Changes to build and run packages

Matched prompt #19: root@tf-busyboot:/root#

-- Each testjob has a list of actions [1]: T T
- Boot — boot the device and check prompts to Ea;?—%:{ 4§?i3533
see whether device has booted correctly u:r::iu;?né.aiﬁ
- Deploy — download files to boot the device and extra: ...
prepare an overlay of files to run the test tevels 2.2.1
. namespace: Comman
action result: pass
. Test — clone and run tests for this jOb Setting prompt string to ['root@tf-busyboot:/root#']
end: 2.2.1 login-action (duration @@:00:03) [common]
-- For boot action, it constructs the correct case: login-action
. . . case_id: 46758584
pipeline from a specified set definition: lava
] duration: 3.32
-- User provides prompt to expect when extra: ...
T level: 2.2.1
system boots successfully... LAVA fails if it e
doesn’t find this. result: pass

Boot action prompt check in LAVA Ul

26  © 2022 Arm a r m



Changes in TF-A Cl Scripts

Changes to build and run packages

> huild | fatehi E bl
3 o b . o C)

4. Automate job submission

27  © 2022 Arm a r m



Changes in TF-A Cl Scripts

Changes to build and run packages

-- Jobs may be submitted to LAVA in one of

three ways:

1. Using the lavacli program
2.  XML-RPCAPI[2]
3. Itsweb Ul [3].

-- LAVA jobs are defined in YAML files

-- A job defines what software should be
deployed on the device under test (DUT)
and what actions should be performed
there.

-- Created a template job configuration for
boot tests.

28 © 2022 Arm

script/lava-templates/gemu-1linux.yaml

arm



Changes in TF-A Cl Scripts

Changes to build and run packages

generate lava

el bin:qemu stem-aarch64}

29  ©2022Arm G rm



Conclusion

-- To get started running tests, you might need to be added to this group:
- https://github.com/orgs/trusted-firmware-ci/teams/trusted-firmware-a-openci-users/
- Get in touch via the mailing list or directly to Joanna Farley to get added.
-- Currently QEMU tests do not gate patch submission, long term strategy is to add them

to L1/L2 tests once we are confident ther are stable

-- There are still quite a few gaps that need to be filled

- Expect script support
- Measured Boot

- OPTEE

- U-Boot

-- Interested, or keen to make it better? Contributions are welcome!

-- We are also looking for some helping maintaining the infrastructure —if this is of
interest, please do get in touch!

30 ©2022Arm 0 r m
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Danke
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Resources

1. https://validation.linaro.org/static/docs/v2/explain_first_job.html
2. https://tf.validation.linaro.org/static/docs/v2/data-export.html#xml-rpc
3. https://tf.validation.linaro.org/static/docs/v2/first-job.html#tweb-ui-submit

32 ©2022Arm a r m
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