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• RMI

• RSI (WIP)

• PSCI (WIP)

TF-RMM
Fuzzed interfaces
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TF-RMM
RMI  - Realm Management Interface 

• RMM manages Realms
• Host calls RMM through RMI
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TF-RMM
RMI  - Realm Management Interface 

• RMM behaviour depends on previous states
• Fuzzing is useful because these state combinations 

are hard to cover manually.
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RMI – command flow

Non-secure Host

----------------

 Test driver
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RMI – command flow

Non-secure Host

----------------

 Test driver

RMI_REC_CREATE



7

Fuzz overview
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Fake Host

• Emulates enough of the Arm platform 
and firmware context for RMM code 

• Runs as a native process

• Quick functional test environment 

• Not an accurate hardware representation
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Fake Host
fake_host for fuzzing?

• Faster than full platform simulation

• Easier to instrument with AFL++

• Easier crash reproduction

• Supports coverage reporting

• Allows RMM logic to be fuzzed in-process
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RMI – host_fuzz flow
RMI_REC_CREATE

Non-secure Host

----------------

 Test driver
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RMI – host_fuzz flow

Fuzz harness:

RMI_REC_CREATE
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Target
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Target

rmi_cmd_1

rmi_cmd_2

rmi_cmd_3

rmi_cmd_3

RMMNS-Host

Fuzz loop

Fuzzer

Host_fuzz (fake_host + fuzz harness + RMM)
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Fuzzer?

Fuzz loop

Fuzzer

???

rmm.elf
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AFL++
“… a superior fork to Google's AFL - more speed, more and better mutations, more and better 
instrumentation, custom module support, etc.”

- Actively maintained

- Parallelizable

- Persistent mode*
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Fuzzing steps



17

Instrumentation, Inputs, Fuzz
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Seeds

rmm.elf
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Input binaries
scapy
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Input binaries
Stateful fuzzing

• RMM behavior depends on previous calls

• Calls may require objects to already exist

• Object states:

• delegated vs undelegated granules

• active vs inactive realm

• mapped vs unmapped RTT entries

• REC created vs destroyed

• Valid seeds help AFL reach deeper states
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Run RMM binary with input binary
Typical host_fuzz cli use
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Outputs

rmm.elf
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Coverage and stats
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Persistent mode

“In persistent mode, AFL++ fuzzes a target multiple times in a 

single forked process, instead of forking a new process for each

fuzz execution. This is the most effective way to fuzz, 

as the speed can easily be x10 or x20 times faster without any 

disadvantages. All professional fuzzing uses this mode”
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Persistent mode stats

Faster exec = more exec in same duration =

more test inputs = better probability of new edges

100 second fuzzing 

non-persistent vs persistent: 



26

Interpreting Crashes

• Reproduce crash
1. Compile non-persistent rmm.elf
2. Feed corpus to rmm.elf 
3. Observe logs
4. Debug 

• If can’t reproduce, probably leaking states
• Enhance reset logic 

• Is it in RMM logic or fake_host harness code?
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Interpreting Crashes

• Reproduce crash
1. Compile non-persistent rmm.elf
2. Feed corpus to rmm.elf 
3. Observe logs
4. Debug 

• If can’t reproduce, probably leaking states
• Enhance reset logic 

• Is it in RMM logic or fake_host harness code?
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Interpreting Crashes
Alternative approach
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Interpreting Crashes
Alternative approach
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Interpreting Crashes
Explanation of recently observed crash from codex
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CI Integration

• Existing workflow: .github/workflows/fuzz_rmm.yml
• Builds fuzz target in AFL++ container
• Runs parallel fuzz workers for 5min
• Generates coverage
• Archives fuzzing artifacts

• TF-CI job (WIP):
• Run for longer? (15-30 mins) 
• Fail if coverage drop below XY%
• Fail if crashes observed
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Limitations

• fake_host is not hardware-accurate
• Some failures may be harness artifacts
• Coverage is not proof of correctness
• Spec changes break fuzzing 
• Deep protocol states still need good seed design
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todo;

• Enable RSI fuzzing
• Enable PSCI fuzzing
• Check seeds for output
• Debug reported instability during calibration
• Slim the reset phase
• Refine crash triage process

• Deduplicate 
• Minimize
• Reproduce in CI(?)

• Custom mutator
• …
• …

• Consider FVP fuzzing?

2025 (RMI+RSI+PSCI)

2026 (RMI Only )
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Thank You
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EXTRAS

Scripts

Fuzz in FVP? 
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fuzz.env and multirun.py

• tools/fuzz/fuzz.env
• EZ build 
• Example use: fuzzbuild 1 demo
• Suggests commands after build

• multirun.py
• Script for multicore fuzzing
• Mix various scenarios
• Used in GitHub Actions
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