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Trusted Firmware with
Open Governance

Arm’s Trusted Firmware

Membership of the Trusted Firmware

project is open to all IS GdOpting

Governance overseen by a board of
member representatives

Open Governance

Public announcement on Oct 16" and

Stakeholders in Trusted Firmware are
first Board meeting on Oct 31°t

encouraged to join




Trusted Firmware-M

* Provides Software Components for building a Secure Platform providing
» Isolated Secure execution environment for Arm v7-M and v8-M
» Secure services invoked from Non-Secure apps
« Trusted device initialisation and Trusted boot
« Reference Implementation of Arm Platform Security Architecture (PSA)
« Aimed at Constrained Devices
* Flexible and Configurable design allowing Partners to adapt to meet their needs

« Different levels of Isolation, Leverages Trustzone in v8-M.

* Initial implementation of Secure Boot, Secure Storage, Crypto and Audit Logs available



| Trusted Firmware-M — Progress since June 2018
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| Trusted Firmware-M Plan
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Trusted Firmware-A — Progress since June 2018

v1.6 and v2.0 recently released!
o See detailed blogpost & new TE-A Release Information page

v1.6 (Sept 21st) highlights:

o Support for v8.2 RAS extensions (ESB) and v8.4 RAS extensions (Fault Injection)
v8.4 MPAM (Memory Partitioning And Monitoring) EL3 enablement
CVE-2018-3639 workaround
Arm Cortex-A cores support: Cortex-Ares, Cortex-A76, Cortex-Deimos, Cortex-Helios
Add dynamic configurations for BL31, BL32 and BL33 and support for Chain of Trust
Platforms support:

m  Arm SGI-575 & Arm SGM-775,

m  Allwinner, NXP, Tl, Socionext, Marvell and STM platforms support

v2.0 (Oct, 2nd) highlights:
o Removal of deprecated APIs
o Checkout new TE-A Platform compatibility policy & Trusted Firmware-A Porting Guide

o O O O O



https://www.trustedfirmware.org/blog/trusted-firmware-1.6-2.0-release/
https://github.com/ARM-software/arm-trusted-firmware/wiki/TF-A-Release-information
https://github.com/ARM-software/arm-trusted-firmware/blob/master/docs/platform-compatibility-policy.rst
https://github.com/ARM-software/arm-trusted-firmware/blob/master/docs/porting-guide.rst

Trusted Firmware-A — Plans for Q4 2018 /H1 2019

e Trusted Firmware-A celebrates 5 years of open source presence on GitHub on
October 25th 2018 - see Linaro Connect presentation

e Plans for Q4 2018 /H1 20109:
o TF-A-Tests open source
o Secure Partitions
m Enhanced Secure Partition Manager for Multiple S-ELO partitions
m SPCI/SPRT specifications support
o  Dynamic Configuration
m Advanced configuration options / Position Independent Executables
Trusted Firmware-A migration to new TF.org infrastructure
SCMIv2 specification support
Armv8.x architectural features support
v2.1 Release (March 2019)

o O O O


https://connect.linaro.org/resources/yvr18/yvr18-211/

TrustedFirmware TF-A Project Activity
Generated 2018-10-02

e Total Files

1600
e Total Lines of Code
Last 32 weeks 251108 (426681 added,
58 175573 removed)

e Total Commits
4081 (average 3.7
commits per active day,
2.3 per all days)

e Authors
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TrustedFirmware TF-M Project Activity
Generated 2018-10-02

e Total Files
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TrustedFirmware TF-M Commits by Domain
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How to Get Involved

Become a project member

Platinum Board (voting) members define
the mission and strategy: $50K/year

General members receive project updates,

make requests to the board and may
attend monthly calls: $2.5-25K*/year

Maintainers to be appointed from
members

* Fee according to company size
and type

Contact:

board@TrustedFirmware.org

for more information


mailto:board@trustedfirmware.org

