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Agenda

Introduction to CoT – quick recap

Motivation

Solution - cot-dt2c command line tool

Implementation

Demo

Future works
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What is CoT

Trusted Boot
o Security feature ensures the integrity of boot process.
o Verify if each stage of the boot process is authentic and unaltered (from firmware through the OS).
o Prevent running unauthorized software/firmware on the device.
o Authentication of the software/firmware is done by CoT.

CoT is a sequence of authentication images which usually starts with a root of trust and 
culminates in a single data image.
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Motivation

Currently, the CoT have two options during the build process: CoT device tree file or its 
corresponding static c file.

Two separate files are error prone and hard to maintain, therefore unifying the CoT file 
is beneficial.

We cannot perform cross validation between the two options, need manual checks if 
they diverge in future updates.

They are duplicate.

For the platform that does not accept the CoT device tree file, there is no need to 
prepare a separate c file for CoT.
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Solution – cot-dt2c

• Cot-dt2c tool
o Automatically generate corresponding c file for CoT devicetree file.
o Validate CoT devicetree file.
o Converted CCA, Dualroot and TBBR CoT files into c file and integrated into build process on 

arm platform.

• Restructure CoT Devicetree file
o BL1 CoT descriptor

▪ Removed from CoT devicetree since it is fixed.
▪ Exist in the repository as static c file.

o BL2 CoT descriptor
▪ Generated as c file by cot-dt2c during the build.
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cot-dt2c Usage
Usage: cot-dt2c [OPTIONS] COMMAND [ARGS]...

Options:
--version  Show the version and exit.
--help  Show this message and exit.

Commands:
convert-to-c
validate-cot

Usage: cot-dt2c validate-cot [OPTIONS] INPUTFILE

Options:
 --help  Show this message and exit.

Usage: cot-dt2c convert-to-c [OPTIONS] INPUTFILE OUTPUTFILE

Options:
 --help  Show this message and exit.
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Cot-dt2c Structure

Data structure for each type of node in CoT
o Certificate
o Image
o Trusted root public key
o Non-volatile counter

Implicit/explicit sanity checks for the CoT devicetree file
o Unmatching brackets
o Unmatching ifdef macro
o Missing root certificate
o Missing mandatory attributes
o Malformed root of trust (certificate without parents, certificate referring to 

non-existing parent)
o ...
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DEMO
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Future Works
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Future Works

Integrate with open source validator/parser
o Be able to get attributes for the CoT device tree

Two open source validators
o dt-schema
o pydevicetree
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Question?
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Reference

https://github.com/devicetree-org/dt-schema/tree/main

https://github.com/sifive/pydevicetree/tree/master

https://github.com/devicetree-org/dt-schema/tree/main
https://github.com/sifive/pydevicetree/tree/master
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