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MCUboot Multi Image Feature

* MCUboot designed to support multiple images
* Eachimage process independently and individually.

 Eachimage hasitis header & footer sections and able to be updated independently.
* MCUBOOT_IMAGE_NUMBER macro is used to set number of image.
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Multi Image with TFM

TFM allow concatenate zephyr and tfm images and process them as a single image.
* Requires to set CONFIG_TFM_MCUBOOT_IMAGE_NUMBER=1
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* Single signature check.
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* There is wrap.py script that generate signature for single image
Y & ext
# mcuboot macro_parser (layout, sign_bin_size_re, @, 1)
config load_addr = macro_parser (layout, load_addr_re, @, 1)
rom_fixed = macro_parser (layout, rom_fixed_re, 0, 1)
include
v (@@ scripts measured_boot_record:
M > i layout:
Slngle II I lage s ord_sw_type
W wrapper ¢ layout:
/% wrapper.py record_sw_type

/% assemble.py recors type
W
/* macro_parser.py -

I= requirements.txt record_sw_type
/* bl2_main.c

H e a d e r I= CMakelists.txt (“1“3[’)

/* flash_map_extended.c max_align=8

4r Kconfig.tfm

CMakel ists.txt

function (SFIKENSs OUT_ARG SUFFIX PAD INPUT_FILE OUTPUT_FILE)
if(PAD)
set(pad_args --pad --pad-header)
endif()
# Secure + Non-secure images are signed the same way as a secure only
# build, but with a different layout file.
set(layout_file ${PREPROCESSED_FILE_${SUFFIX}})
if(SUFFIX STREQUAL "S_NS")
set(SUFFIX "S")
endif()
set (${OUT_ARG}
# Add the MCUBoot script to the path so that if there is a version of imgtool in there then
# it gets used over the system imgtool. Used so that imgtool from upstream
# mcuboot is preferred over system imgtool
${CMAKE_COMMAND} -E env PYTHONPATH=${ZEPHYR_MCUBOOT_MODULE_DIR}/scripts
${PYTHON_EXECUTABLE} ${TFM_MCUBOOT_DIR}/scripts/wrapper/wrapper.py
layout ${layout_file}
-k ${CONFIG_TFM_KEY_FILE_${SUFFIX}}
--public-key-format ${TFM_PUBLIC_KEY_FORMAT}
--align 1
-v ${CONFIG_TFM_IMAGE_VERSION_${SUFFIX}}
${pad_args}
${HEX_ADDR_ARGS_${SUFFIX}}
${ADD_${SUFFIX}_IMAGE_MIN_VER}
-s ${CONFIG_TFM_IMAGE_SECURITY_COUNTER}
--measured-boot-record
-H ${CONFIG_ROM_START_OFFSET}
${INPUT_FILE}
${OUTPUT_FILE}
PARENT_SCOPE)
endfunction()

299  config TFM_MCUBOOT_IMAGE_NUMBE

int "Granularity of FW updates of TFM and app”

range 1 2

default 2

help
How many images the bootloader sees when it looks at TFM and the app.
When this is 1, the S and NS are considered as 1 image and must be
updated in one atomic operation. When this is 2, they are split and
can be updated independently if dependency requirements are met.

TF-M

=+

Zephyr

Footer




Proposal

* Reason: Multi core system may not need multiple signature check due to some boot time restrictions.

* Add a python script to generate image individually. Similar to TF-M solution.

* Then concatenate them and generate main image.

« MCUboot will validate main image and copy sub images to the target address.

* https://github.com/mcu-tools/mcuboot/pull/2465
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Script to combine images

* As TF-M solution (wrapper.py) combine_images.py script added to combines images.

 Added combine_images.yaml file which defines each images input parameter

* https://github.com/mcu-tools/mcuboot/pull/2465

* python scripts/combine_images.py --config <USER_YAML_FILE> --imgtool imgtool —output <OUT_FOLDER>

W @ 53 MEEEE scripts/combine_images.yaml (_[;J
18+
18 + combined_app_pack:
28 tputfile: combined - . .
" F o ChLhsRiis G e w (1) 178 EEEEE scripts/combine_images.py (_D
+
22+ header:
23+ private_signing_key: ../root-rsa-2048.pem 32 + def F"Iaiﬂ(]:
FL header-size: @x48@ .
PR align: 4 33 4+ global img_tool
26+ load-addr: @x280880080 34 ¥+ glch'_ c-u‘tpu‘t dir-
27+ pad-header: yes . .
= DT LM 35 4+ global config path
29+ slot-size: @x480808 L +
@ o+
= image1_pack: 37 o+ parser = argparse.ArgumentParser{description="Create application package”, allow_abbrev=Falze)
e outputfile: imagel 33+ parser.add_argument(’--config®', help="The path to config vaml file™, required=True)
i3 o+ header:
= N TS, AR R ool GET-EE-E0 39 + parser.add_argument('--imgtool", help="The path to ImgToocl", regquired=True)
= ezilar-simes BT 48  + parser.add_argument(’--output', help="Output directory™, reguired=True)
6+ align: 4
== [ load-addr: 0x20010008 Ea
e PEESTEERET 1 42 4 args = parser.parse_args()
9 4 version: 1.8.8
a8 + slot-size: @x10000
41+ image: imagel.bin
42 o+
43 4 imagel_pack:
44 4 outputfile: image2
45 + header:
45 private_signing_key: ../root-rsa-2@48.pem
47+ header-size: Bx400@
483 o+ align: 4
48+ load-addr: 2x20820088
58 + pad-header: yes
51+ version: 1.8.8
52+ slot-size: @x18080
53 + image: imageZ.bin



https://github.com/mcu-tools/mcuboot/pull/2465
https://github.com/mcu-tools/mcuboot/pull/2465
https://github.com/mcu-tools/mcuboot/pull/2465
https://github.com/mcu-tools/mcuboot/pull/2465

ANALOG
DEVICES

AHEAD OF WHAT'S POSSIBLE™

Thank You!

Analog Devices Non-Confidential Information. ©2021 Analog Devices, Inc. All rights reserved. 14 October 2025 6



	Slide 1: Single Signature Check for Multi Image
	Slide 2: MCUboot Multi Image Feature
	Slide 3: Multi Image with TFM
	Slide 4: Proposal
	Slide 5: Script to combine images
	Slide 6

