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TRNG Firmware Interface ABI

Name ID X1 X2 X3
Return X0 X1 X2 X3

Version 84000050 - - -
Major Minor - - -

Features 84000051 ID - -
Success Flag - - -

UUID 84000052 - - -
uuid[31:0] uuid[63:32] uuid[95:64] uuid[127:96]

RND 32 84000053 rnd size - -
Success Flag rnd[95:64] rnd[63:32] rnd[31:0]

RND 64 C4000053 rnd size - -
Success Flag rnd[191:128] rnd[127:64] rnd[63:0]



Porting

/* TRNG p l a t f o rm f u n c t i o n s */
#i f TRNG SUPPORT
ex te rn u u i d t p l a t t r n g u u i d ;
vo id p l a t t r n g i n i t ( vo id ) ;
boo l p l a t g e t e n t r o p y ( u i n t 6 4 t *out ) ;
#end i f



Implementation Notes

I Entropy ring buffer; Indexed in bits

I TF-A-Tests enforce spec conformance

I TF-A-Tests can’t tests for randomness



Appendix: Dispatch

sw i tch ( smc f i d ) {
case ARM TRNG VERSION :

SMC RET1( handle , MAKE SMCCC VERSION(TRNG VERSION MAJOR ,
TRNG VERSION MINOR ) ) ;

break ; /* un r e a chab l e */
case ARM TRNG FEATURES :

i f ( i s t r n g f i d ( ( u i n t 3 2 t ) x1 ) ) {
SMC RET1( handle , TRNG E SUCCESS ) ;

} e l s e {
SMC RET1( handle , TRNG E NOT SUPPORTED) ;

}
break ; /* un r e a chab l e */

case ARM TRNG GET UUID :
SMC UUID RET( handle , p l a t t r n g u u i d ) ;
break ; /* un r e a chab l e */

case ARM TRNG RND32 :
i f ( x1 == 0 | | x1 > 96) {

SMC RET1( handle , TRNG E INVALID PARAMS ) ;
}
r e t u r n t r n g r nd32 ( ( u i n t 3 2 t ) x1 , hand l e ) ;

case ARM TRNG RND64 :
i f ( x1 == 0 | | x1 > 192) {

SMC RET1( handle , TRNG E INVALID PARAMS ) ;
}
r e t u r n t r n g r nd64 ( ( u i n t 3 2 t ) x1 , hand l e ) ;

d e f a u l t :
WARN( ”Unimplemented TRNG S e r v i c e C a l l : 0x%x\n” , smc f i d ) ;
SMC RET1( handle , TRNG E NOT IMPLEMENTED) ;
break ; /* un r e a chab l e */

}



Appendix: Entropy Buffer

/* Entropy poo l */
/* For the p r oo f below , note tha t the TRNG Firmware i n t e r f a c e can r e q u e s t up to
* 192 b i t s o f en t r opy i n a s i n g l e c a l l o r 3 , 64 b i t words pe r c a l l . */

#de f i n e WORDS IN POOL (4)
u i n t 6 4 t en t r opy [WORDS IN POOL ] ;
u i n t 3 2 t e n t r o p y b i t i n d e x = 0 ;
u i n t 3 2 t e n t r o p y b i t s i z e = 0 ;

#de f i n e BITS PER WORD ( s i z e o f ( en t r opy [ 0 ] ) * 8)
#de f i n e BITS IN POOL (WORDS IN POOL * BITS PER WORD)

/* Note : Th i s f u n c t i o n assumes tha t the c a l l e r has taken the l o c k f o r the
* en t r opy poo l
*/

s t a t i c boo l t r n g f i l l e n t r o p y ( u i n t 3 2 t n b i t s )
{

wh i l e ( n b i t s > e n t r o p y b i t s i z e ) {
boo l n ew e n t r o p y v a l i d =

p l a t g e t e n t r o p y (&en t ropy [ ENTROPY FREE INDEX ] ) ;
i f ( new ent ropy . v a l i d ) {

e n t r o p y b i t s i z e += BITS PER WORD ;
a s s e r t ( e n t r o p y b i t s i z e <= BITS IN POOL ) ;

} e l s e {
r e t u r n f a l s e ;

}
}
r e t u r n t r u e ;

}
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